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ELECTRONIC DATA INTERCHANGE (EDI)

Comprehensive Notes from a Cyber Law Perspective

1. Introduction

Electronic Data Interchange (EDI) is the direct exchange of structured
business data between computer systems in a commonly agreed electronic
format, with little or no manual re-entry. It enables organisations—known as
trading partners—to transmit documents such as purchase orders, invoices,
shipping notices, payment instructions and customs declarations in a form that the
receiving system can automatically read and process.

EDI is more than the electronic sending of a document. An invoice attached to
an email may be electronic, but a person usually has to open, read and re-enter
its contents. In true EDI, the data moves from the sender’s business application to
the receiver’s business application through a standardised message structure.
The central idea is therefore computer-to-computer processing, not merely
paperless communication.

From a Cyber Law perspective, EDI is important because commercial rights and
obligations are created, communicated and proved through electronic records.
Questions arise regarding the identity and authority of the sender, integrity of the
transmitted data, time and place of dispatch and receipt, confidentiality,
acknowledgement, attribution, evidentiary value and enforceability of automated
transactions. EDI therefore links information technology with contract law,
evidence, data security and electronic-commerce regulation.

Core idea: EDI replaces repeated human handling of business data with
standardised, secure and machine-processable electronic messages.

2. Evolution of Business Communication

Traditional commerce depended on paper documents sent by post, courier or
hand delivery. Even after the introduction of telephone, fax and email, business
information often continued to be manually entered into separate accounting,
inventory and order-management systems. This created delays, duplication and
avoidable errors.

The growth of computerised accounting and enterprise systems created a
need for organisations to exchange data directly. Early EDI systems used private
networks and industry-specific formats. Over time, standards such as ANSI X12
and UN/EDIFACT allowed independent organisations to exchange structured
messages even when their internal software systems were different.
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Modern EDI may operate through a Value Added Network (VAN), direct internet
connections, AS2, secure file-transfer protocols, cloud platforms or web services.
Although the transmission technology has changed, the essential principle
remains the same: business data must be structured according to agreed rules so
that it can be automatically interpreted by the receiving system.

Stage Method Main Limitation
Paper-based trade Post, courier and physical files Slow movement, storage cost
and manual entry
Electronic but human-readable Fax, email and PDF Faster Qellvery, put human
attachments processing remains

Structured messages between | Requires standards, mapping

Integrated EDI business applications and secure integration

3. Need for EDI

EDI developed because business transactions involve the repeated
exchange of the same data—names, product codes, quantities, prices, tax
details, shipment information and payment particulars—between multiple
organisations. When each party manually re-enters this information, the
transaction becomes slower, more expensive and less reliable.

e Reduction of manual data entry: Information generated in one system can
be transferred directly into another, reducing transcription mistakes and
duplication.

e Speed of commercial transactions: Orders, acknowledgements, invoices
and shipment notices can move within minutes rather than days.

e Standardisation: Agreed formats give the same meaning and position to each
data element, enabling different computer systems to understand one another.

e Integration of business processes: EDI connects procurement, inventory,
logistics, invoicing and payment functions and supports straight-through
processing.

e Improved supply-chain visibility: Timely information about orders, stock and
shipments allows better planning and faster response.

e Legal and evidentiary reliability: Properly designed EDI systems can
maintain acknowledgements, timestamps, access records and audit trails that
help establish what was sent, by whom and when.

e Support for international and high-volume trade: Standard electronic
messages allow organisations to process large transaction volumes across
borders and time zones.
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4. Meaning and Definition of EDI

A technically accurate definition is: “EDI is the computer-to-computer
interchange of structured business data according to an agreed message
standard, with minimum human intervention.” The definition emphasises four
elements: computer-to-computer transfer, structured data, an agreed
standard and minimal human intervention.

Essential Element

Explanation

Electronic interchange

The data is transmitted through electronic
communication systems rather than physical
documents.

Business data

The content relates to commercial or
administrative transactions, such as an order,
invoice or declaration.

Structured format

Each item of data occupies a defined field or
segment and follows agreed syntax and coding
rules.

Trading partners

The sender and receiver are organisations or
authorised participants that have agreed to
exchange EDI messages.

Automated processing

The receiving application can validate, interpret
and process the message without repeated
manual entry.

What EDI is not: EDI should not be confused with ordinary email, scanning,
uploading a PDF, or sending an unstructured spreadsheet. Those methods may
transmit information electronically, but they do not necessarily allow automatic
interpretation and integration by the receiving system.

5. Key Characteristics of EDI

e Structured and standardised: Messages follow an agreed syntax, data
dictionary, version and implementation guide.
e System-to-system: Data moves between business applications rather than

merely between human users.

e Pre-agreed relationship: Trading partners generally define the documents,
standards, communication method, security controls and acknowledgements in

an interchange agreement.

e Automation-oriented: Routine transactions are processed automatically,
while exceptional or invalid transactions are referred for human review.

e Accurate and traceable: Validation rules, message acknowledgements,
timestamps and audit logs improve reliability and accountability.

e Integrated: EDI normally interacts with ERP, accounting, inventory, logistics,

banking or government systems.
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e Scalable: Once implemented, the same system can process high transaction
volumes and connect multiple trading partners.
e Security-sensitive: Because EDI carries commercially valuable and
sometimes personal or confidential information, it requires authentication,
integrity controls, encryption, access restrictions and secure retention.

6. Objectives of EDI

The primary objective of EDI is to create a fast, accurate and dependable
flow of business information. Its broader objectives are to:

e replace repetitive paper-based and manual procedures;

e reduce the time and cost involved in creating, sending, receiving and
processing business documents;

e climinate avoidable re-keying of data and improve transaction accuracy;

e establish a common electronic language between independent computer
systems;

e integrate supply-chain, financial and administrative processes;

e provide timely information for inventory control, production planning, shipping
and payment;

e maintain reliable electronic records, acknowledgements and audit trails;

e strengthen trust between trading partners through agreed technical, contractual
and security rules; and

e facilitate paperless domestic and international commerce.

Takeaway: EDI is a standardised, automated and legally significant method of
exchanging structured business data. Its value lies not merely in electronic
transmission, but in enabling reliable computer-to-computer processing with
minimal human intervention.

7. Components of an EDI System

An EDI system is not a single software program. It is an organised
arrangement of business applications, standards, translation tools,
communication facilities, security controls and trading-partner rules. Each
component performs a distinct function in converting internal business data into a
message that another organisation can automatically understand.

Component Function Practical significance

The organisations that agree to
exchange EDI messages, such as
a manufacturer and supplier, Define who may send, receive and
hospital and insurer, bank and act upon messages.

corporate customer, or importer and
customs authority.

Trading partners
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Business applications

Internal systems—ERP, accounting,
inventory, procurement, warehouse
or billing software—that generate
and consume transaction data.

Provide the operational data and
automate further processing.

Business documents

Structured transaction messages
such as purchase orders, invoices,
shipping notices, remittance advice
and customs declarations.

Represent the legal and
commercial transaction.

EDI standards

Agreed rules defining message
structure, segments, data elements,
codes and syntax. Standards
create a common electronic
language.

Ensure interoperability between
different systems.

Mapper

A tool or configuration that links
fields in the organisation’s internal
system to corresponding fields in
the selected EDI standard.

Matches equivalent data fields and
business meanings.

EDI translator

Software that converts mapped
internal data into a standard EDI
message and converts incoming
EDI messages back into the
receiver’s internal format.

Performs conversion, syntax
checking and message generation.

Communication
software/network

The facility used to transmit and
receive messages through VAN,
AS2, SFTP, secure internet
gateways, APIs or cloud-based EDI
services.

Carries the message securely and
records delivery events.

Security and control
mechanisms

Authentication, encryption, digital
signatures where used, access
control, message validation,
acknowledgements, logs, backups
and retention rules.

Protect confidentiality, integrity,
availability and accountability.

Mapper and translator are related but not identical

. The mapper defines how

an internal field—such as “supplier code” or “invoice amount™—corresponds to a
standard EDI element. The translator then applies that map to create or interpret

the complete EDI message.

Value Added Network (VAN): A managed intermediary network that receives,
stores, routes and tracks EDI messages. A VAN may provide electronic
mailboxes, delivery reports, security and audit facilities. Modern organisations
may instead use direct internet-based EDI or cloud platforms, but VANs remain
useful where managed connectivity and partner reach are important.

8. Working of EDI

EDI works through a controlled sequence. The exact technology may differ,

but the logical process remains substantially the same.
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. Trading-partner arrangement — The parties agree on the message

standard, document types, communication method, identifiers, security

requirements, acknowledgements, operating hours, error handling and

record retention.

. Creation of the transaction — A user or automated business process

creates a purchase order, invoice or other transaction in the sender’s

internal application.

. Data extraction and mapping — Relevant fields are extracted and

mapped from the internal database to the agreed EDI data elements.

. Translation and validation — The translator constructs the standard EDI

message and checks syntax, mandatory fields, codes and format rules.

. Secure transmission — The message is transmitted directly or through a

VAN using an agreed protocol. Encryption and authentication may protect

the transmission.

. Receipt and technical checks — The receiver’s gateway checks the

sender, communication status, message envelope, syntax and possible

duplication.

. Translation into internal format — The incoming standard message is

converted into the format required by the receiver’s ERP or other

application.

. Business processing — The receiver’s system creates or updates the

corresponding order, shipment, invoice, inventory or payment record.

Exceptions are routed for human review.

. Acknowledgement — A technical or functional acknowledgement confirms

whether the message was received and structurally accepted; it does not

always mean that the commercial proposal itself has been legally accepted.
Record keeping — The message, acknowledgements, timestamps,

validation results and audit logs are retained according to contractual, legal

and organisational requirements.

Internal Map Translate Validate Transmit Receive Translate Process in Acknowled
transaction data to securely and to application ge
EDI verify internal and
standard format archive

Important legal distinction: A communication-system receipt or functional
acknowledgement generally proves technical receipt or syntactic acceptance.
Whether it constitutes acceptance of a contractual offer depends on the parties’
agreement, the message type, applicable law and surrounding circumstances.

9. EDI Standards

EDI standards make interoperability possible. They specify how a message is
organised into envelopes, headers, segments and data elements; which codes
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and formats are permitted; and how different transaction types are identified.
Trading partners usually adopt an implementation guide that narrows the general
standard to their own business requirements.

Standard Primary use/region Typical sectors Distinctive point
Retail. transport. finance Numeric transaction-set
Widely used in North ’ port, ’ identifiers, e.g., 850
ANSI X12 : healthcare and supply
America ) purchase order and 810
chains A
invoice
International standard Cross-border trade, Message names such as
UN/EDIFACT developed within the transport, customs and ORDERS, INVOIC and
United Nations framework global commerce DESADV
. . . . . Older sector-specific
TRADACOMS Historically prominentin | Retail ordering and standard: still found in
United Kingdom retail invoicing
legacy systems
Subset of UN/EDIFACT . - . e
GS1 EANCOM maintained for GS1 Retail, logistics and Uses G$1 |dent|f_|cat|on
. consumer goods and coding practices
supply-chain use
XML/ebXML-based Internet-'orlentled structured Web.-mteg.rated and . Human-'readablle tags,
messaging using XML service-oriented business flexible integration and
exchange :
technologies exchange modern platform support

A standard does not by itself guarantee successful exchange. The parties
must also agree on version, optional and mandatory fields, code lists, character
sets, validation rules and communication arrangements. This partner-specific
specification is commonly called an implementation guide.

10. Common EDI Documents

EDI messages represent distinct stages of a commercial transaction. The
following documents are among the most frequently used:

Request for quotation: Invites a supplier to provide price, availability and
commercial terms.

Purchase order — X12 850 / EDIFACT ORDERS: Communicates the buyer’s
order, including items, quantities, delivery and pricing information.
Purchase-order acknowledgement — X12 855 / EDIFACT ORDRSP:
Confirms, rejects or proposes changes to the order. Its legal effect depends on
content and contractual arrangements.

Advance shipping notice — X12 856 / EDIFACT DESADV: Provides
shipment, packaging, carrier and expected-delivery information before goods
arrive.

Invoice — X12 810 / EDIFACT INVOIC: States the amount payable and
identifies goods or services, taxes, discounts and payment terms.

Receiving advice / goods receipt: Confirms the quantity and condition of
goods received and identifies discrepancies.
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e Inventory report — X12 846 / EDIFACT INVRPT: Communicates stock
position, availability or inventory movement.

e Remittance advice — X12 820 / EDIFACT REMADV: Explains a payment and
identifies the invoices or claims to which it relates.

e Transport and bill-of-lading messages: Communicate carriage instructions,
consignment details and transport status.

e Customs and regulatory declarations: Submit structured import, export, tax,
health or compliance data to public authorities.

Enquiry Order Ackr:‘);v':fdge Dispatch Receipt Invoice Payment
Receiving
RFQ PO / ORDERS 855/ ORDRSP | ASN/DESADV advice 810 /INVOIC 820 / REMADV

11. Applications of EDI

EDI is used wherever organisations repeatedly exchange standard business data.
Major applications include:

Sector Common Uses
Orders, acknowledgements, invoices, inventory
Retail / manufacturing reports, production schedules and supplier

replenishment.

Bookings, manifests, shipping notices, bills of lading,
delivery status and freight invoices.

Payment instructions, remittance advice, account
reports and trade-finance messages.

Procurement, claims, product and batch data,
traceability and regulatory reporting.

Tax filings, import-export declarations, licences,
permits and public procurement.

Transport / logistics

Banking / finance

Healthcare / pharmaceuticals

Government / customs

Example: A retailer’s system detects low stock, sends an EDI order, receives an
acknowledgement and shipping notice, updates expected inventory and later matches the invoice
with the goods receipt.

12. Advantages and Limitations

Advantages Limitations / Risks

Faster transactions and shorter business cycles Implementation, integration, testing and training costs
Less re-entry and fewer transcription errors Different standards, versions and partner requirements
Lower paper and administrative expense aDVeaF?gf:)?“et;CG on networks, providers and system
Better inventory and supply-chain visibility Cybersecurity and confidentiality risks

Automatic validation, acknowledgements and audit trails Incorrect mapping may reproduce errors at scale
High-volume and cross-border scalability Unclear authority, acceptance or liability unless agreed

EDI does not remove human responsibility. It transfers effort from repetitive data entry to
system design, exception handling, security and legal governance.
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13. Legal Meaning of EDI Events

EDI Event Possible Legal Significance

May be an offer or an order under an existing
framework contract.

Evidence that transmission reached the designated
system; usually not commercial acceptance.

Confirms structural processing or reports errors; legal
effect depends on agreement.

May accept, reject or vary the order and therefore
operate as a counter-offer.

Supports proof of dispatch preparation, packing and
expected delivery.

Relevant to amount due, payment allocation and
performance.

Purchase order

Communication receipt

Functional acknowledgement

Order response

Shipping notice

Invoice / remittance

Essential distinction: Receipt, functional acknowledgement and contractual acceptance are
different concepts.

14. Security and Evidentiary Reliability

o Authentication: Verify identities and authority through controlled accounts, certificates or
electronic signatures.

Integrity: Use hashes, signatures, validation rules and tamper-evident logs.
Confidentiality: Encrypt sensitive information and restrict access by role.
Availability: Maintain backups, redundancy, disaster recovery and incident response.
Duplicate control: Use unique message references and sequence checks.

Auditability: Preserve messages, acknowledgements, timestamps, validation reports,
mapping versions and access logs.

Electronic Evidence

EDI messages may become documentary evidence in commercial disputes. Under the
Bharatiya Sakshya Adhiniyam, 2023, an electronic or digital record is not denied legal effect
merely because of its form, subject to the statutory method of proof. Sections 61-63 address
electronic records and admissibility of computer outputs.

Preserve the native message—not only a printout—along with its readable rendering,
metadata, acknowledgements, access logs, mapping/version information and chain
of custody.

Caution: Admissibility and evidentiary weight are different. A record may be admissible but weak if
origin, integrity, completeness or system reliability is not established.

15. Comparison Tables

Point Paper System EDI

Form Paper and manual processing Structured electronic message
Transmission Post, courier or hand delivery System-to-system network transfer
Data entry Repeated manual entry Automated mapping and import
Speed Hours or days Seconds or minutes

Errors Transcription and duplicate-entry errors hqo;/;//esrcrglaenual error, mapping errors
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Message, metadata, signatures,

Evidence Paper, signature and delivery proof acknowledgements and logs
. . Identity, integrity, encryption, availability
Security Physical custody and audit
Point Email / PDF EDI
st Free text or human-readable '
ructure attachment Standard fields, segments and codes
Processing Human reads and often re-enters Application processes automatically

Consistency

Format varies

Agreed standard and implementation
guide

Acknowledgement

Often informal

Designed technical/functional
acknowledgements

Integration

Usually limited

Built for ERP and business-system
integration

16. EDI and E-Commerce

EDI is a specialised part of e-commerce. E-commerce is broader and includes online
marketing, platforms, consumer ordering, payments and digital services. EDI principally
handles structured recurring exchanges between business or government systems. A web
sale may therefore use an e-commerce interface at the front end and EDI for fulfiiment,
invoicing and logistics at the back end.

17. Quick Revision

Question Answer

What is EDI? Direct exchange of structured business data between
’ computer systems using an agreed standard.

Why use it? Speed, accuracy, integration, traceability and lower

processing cost.

Difference from email?

EDI is standardised, machine-processable and
application-to-application.

Main components?

Partners, applications, mapper, translator, standard,
network and security controls.

Main legal issues?

Contract, attribution, receipt, security, retention, evidence
and liability.

Key Indian laws?

Information Technology Act, 2000 and Bharatiya Sakshya
Adhiniyam, 2023.

18. Conclusion

EDI is both a business-integration technology and a legally significant method of
electronic communication. It converts commercial data into structured messages that can
be transmitted, validated and processed automatically. Its reliability depends on common
standards, secure systems, clear interchange agreements, lawful attribution, meaningful
acknowledgements and proper retention of electronic records.
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